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Forschung und Entwicklung fur Flugsoftware A#y
DLR

Forschungsschwerpunkte: /-4 On-board
“= A% Applications

» Softwareentwicklung fur Flugsoftware

» Software-Produktsicherung flur Flugsoftware

» Fehlertolerante und zuverlassige Software

» Rekonfigurierbare verteilte (Multicore-)Bordcomputer
» Echtzeit-Analyse und —Ausfuhrungsplattformen

» Safety und Security von Flugsoftware

= Bewertung von modernen Programmiersprachen/-
paradigmen fir sicherheitskritische Systeme

| (Real-time)
* | Operating Systems

= Embedded
1y Programming

Mission:

= Wir entwicklen zuverlassige und resiliente Echtzeit-Software fir Luft- und Raumfahrtsysteme

2 Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
Flugsoftware, 31.01.2024



Laufende Projekte und Missionen
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SAFETY UND RELIABILITY IN DER RAUMFAHRT -
STELLENWERT VON SOFTWARE

4 Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
Flugsoftware, 31.01.2024

https://www.esa.int/ESA_Multimedia/Images/2009/09/Explosion_of_first Ariane_5 flight June_4 1996



EXOMARS 2016 - Schiaparelli Anomaly 4#7
a.k.a. ,,New Crater on Mars"” DLR

The following root causes for the mishap have
been identified:

= Insufficient uncertainty and configuration
management in the modelling of the
parachute dynamics which led to expect
much lower dynamics than observed in
flight;

» [nadequate persistence time of the IMU
saturation flag and inadequate handling of
IMU saturation by the GNC;

= Insufficient approach to Failure Detection,
Isolation and Recovery and design
robustness;

= Mishap in management of subcontractors
and acceptance of hardware

Source: http://exploration.esa.int/science-e/www/object/doc.cfm?fobjectid=59175
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https://lwww.esa.int/ESA_Multimedia/Images/2017/05/Heatshield_sensors
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Ausfalle, die durch Software ausgelOost werden A#y
DLR

Softwarebedingte Unfalle werden in der Regel durch
fehlerhafte Anforderungen verursacht:
« Unvollstandige oder falsche Annahmen tber den

Betrieb des kontrollierten Systems oder den B 7% e ——

erforderlichen Betrieb des Computers \ S echanica
- Unbehandelte Zustéande des kontrollierten Systems % S —— A
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RAUMFAHRT-ENTWICKLUNG
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Wie baut man einen Satelliten? ‘#7
V-Modell und ECSS DLR

» Raumfahrtmissionen folgen oft dem V-Modell
» European Cooperation for Space

Standardization (ECSS) definiert alle flr Project | Preliminary | & 1o Project | Operations &

Estimates

Initiation | Engineering RREcS e Logstiction Closeout | Maintenance
Raumfahrtsysteme relevanten Normen

= Zweige M(anagement), E(ngineering),
Q(ualitat)

» Tayloring der Standards notwendig!

Concept of
Operations

System
Validation

Verification &
Deployment

= Entwickelt von Experten der ESA, nationaler
Agenturen und der Industrie
Sc:ftl':ujlrv'arel,'r Hardv:rare
evelopmen

= Ahnliche Normen bei NASA/JAXA oder flir Dovelopment
Galileo mplementation

Source: US Department of Transportation, 2006
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Lebenszyklus einer Raumfahrt-Mission

Phasen DLR
0+A L c D E F
MDR PRR
Mission/Funktion = MDR = Mission Definition Review
i SRR FDR
. R = PRR = Preliminary Requirements Review
Anforderungen i :
v » SRR = Systems Requirements Review
Definition & ; I
_ | Begrundung * PDR = Preliminary Design Review
T : i OR . . .
% Yerifikation inkl. E E ] u CDR = CrltICal DGSIgn ReVIGW
= | Qualifikation ; | ! o _
g AR = QR = Qualification Review
Froduktion ’j = AR = Acceptance Review
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ECSS Standards regarding Software

DLR

ECS5-0-5T-80C Rev.1 COS5-L-HB-E08 ECREOHE B
15 Febnaary 2017 10 [eairsis 2950 Y ——

ECSS-E-5T-40C = .

& Barch 2000 FUROFEAN COOPERATION ETROPEAN (TPERATION

T r . | f’- m FUM SPRCE STANTRAMIEY TN
EUROPEAN COOPERATINR FOR SPACE STANDARDIE TION

FOR SPACE STANDARDIZATIO s i i pace product
dace engineerin
EUROPEAN COOPERATION P - 9 9 surance
PT@ Software engineering handbook s of axisling software ——
Spa ce prnd uct FOR SPACE STANDARDIZATION ——

+ s
assurance

Software product assurance

PO ARACE STANDARIEELTION

FURUPEAN (XPERATION

9css/

FUOR SPACE STANDARDIZATION

Space engineering Space product

assurance

Software
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Safety vs. Reliability A#y
DLR

= Reliability: ist die Wahrscheinlichkeit, dass eine Funktion unter bestimmten
Umweltbedingungen und Uber einen bestimmten Zeitraum erfullt wird

= Safety: kein inakzeptables Risiko von Personen- oder Sachschaden
(unabhéangig von der Korrektheit des Systems)

Reliability # Safety

Safety lasst sich nur durch Reliability erreichen

Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
Flugsoftware, 31.01.2024




Design fur Safety A#y
DLR

» Das Risiko ist durch zwel Eigenschaften gekennzeichnet
= Haufigkeit von gefahrlichen Ereignissen
= Schwere der gefahrlichen Ereignisse

» Beispiele fur Methoden zur Bestimmung der und

» Failure Mode, Effects, (and Diagnostics) Analysis (FME(D)A)

» Fault Tree Analysis (FTA), =1

= Fault Injection Test (Coverage-Ziele), > unsafe re

. . . B gion

= Timing Analysen (Worst Case Execution Time) /
threshold curve for
severity/frequency

v / tradeoff
safe region -~

Daniel Lidtke, Qualitatskriterien Safety und Reliability in Raumfahrt- > Frequency
Flugsoftware, 31.01.2024




Beispiel Software-FMEA

DLR

Software Function Tree Failure Modes and Effects Analysis
(SW-FMEA)

COMPASSO <SUBSYSTEM> Software Failure Modes Effects and Critic

Failure mode u Observable svmptnmsu

% -G
Main Function } -

« Beobachtbare Symptome

» Ausfallursache Auswirkung auf das System

« Schwere und Kritikalitdt des Ausfalls

« Kompensationsmalinahmen

+ Kiritikalitatsreduzierung der Kompensationsmafl3inahmen

Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
Flugsoftware, 31.01.2024




Software-Kritikalitatsanalyse

DLR

Aktivitdten nach ECSS hangen von der Kritikalitat ab
(kritischer = mehr Anforderungen)

Table 11.1: Software criticality levels.
© ECSS-Q-ST-80C, Annex D

SW Criticality Level Definition

Level A

Software that if not executed, or Iif not correctly executed, or
anomalous behavior can cause or contribute to a system
resulting in:

Catastrophic consequences (Loss of mission etc.)

whose
fallure

Level B

Software that if not executed, or if not correctly executed, or
anomalous behavior can cause or contribute to a system
resulting in:

Critical consequences (Endangering mission)

whose
fallure

Level C

Software that if not executed, or if not correctly executed, or
anomalous behavior can cause or contribute to a system
resulting in:

Major conseqguences

whose
fallure

Level D

Software that if not executed, or if not correctly executed, or
anomalous behavior can cause or contribute to a system
resulting in:

Minor or Negligible consequences

whose
fallure

Darer tudtke, Quatitatskriterien Safety undRetabifity im Raumfatrt=

Flugsoftware, 31.01.2024

Anomales Verhalten von Software wird definiert als:

« Softwarefunktion reagiert mit falschem Timing,

« Softwarefunktion reagiert mit falschem Ergebnis,
« Softwarefunktion tragt zum Systemausfall bei.

Eine ahnliche Klassifizierung findet sich in der
DO178 mit der Bezeichnung "Certification
levels" und im Galileo SW Standard, genannt
“‘Development Assurance Levels” — im Bereich
von DAL A bis DAL E.



Tailoring entsprechend der Kritikalitatsklasse

und Independent Software Verification and Validation (ISVV

G.4. Software User Manual Review Checklist

Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-

Flugsoftware, 31.01.2024

ECS55-E-5T-40C
6 March 2009
5.7.3.5a. Traceability of acceptance tests to Y Y Y Y
the requirements i
5.7.3.6a. AR Y Y Y Y
5.821a. Software verification plan - Y Y Y Y
verification process identification
5.82.1b. Software verification plan - T Y Y Y
software products identification
5621c Software verification plan - Y Y Y Y
activities, methods and tools
5.6214d. Software verification plan - Y ¥ Y Y
organizaticnal independence, risk
and effort identification
5.822a. Independent software verification Y Y N N
plan - organization selection
5.82.2b. Independent software verification T Y N N
plan - lewel of independence
5.831a. Fequirements bassline verification Y Y Y N
report
5.632a-a Feguirements fraceability matrices Y ¥ Y ¥
5.8.32a-b. Fegquirements verification report Y Y Y
5.8.33a-a. Software architectural design to T Y Y Y
raguirements traceability matrices
5.6.33a-b. Software architectural design and Y Y Y N
interface verification report
5EB34a-a Detailed design traceability Y ¥ Y N
matrices
5.834a-b. Detailed design verification report Y Y Y N
5.8.35a-a Software code fraceability matrices | Y Y Y N
5.8.35a-b. Software code verification report Y Y Y N
5.8.3.5b. Code coverage verification report See See | See5.5.3.5b. See 5.8.3.50.
5835|583
b | b
5.835c Code coverage verification repori Y Y Y Y
5.8.354d. Code coverage verification rapori Y Y Y Y
5.6.35e. Code coverage verification report See See | See5.5.3.5e. See 5.5.3.52.
5835|5835
a. e
5.8.3.5f Fobusiness verification report Y | ¥ Y N
5.B38a-a Software unit tests traceability Y ¥ N
matrices
5.838a-b. Software unit testing verification Y Y N N
report
5.8.3.7a. Software integration verification Y Y N N
198

1. Software User Manual Verified

1.1. Is the SUM containing the comrect timing and sizing infomaion?

12 |5 the SUM containing comect and complete information on how the software’s contribuion to system hazardous
events is docurnented?

1.3 Is the SUM containing comect and complete information about features for Fault Detection Isolaion And Recovery
{FDIR} in accordance with the technical specificasion (e.g. How does the software deal with the faulks that they are
supposed to deal with)?

14 |5 the SUM containing comect and complete information about the handling of hardware faulis?

1.3, |5 the SUM explaining how the implernented software logic is not hamming the hardware in amy way?

1.6 Does the user rmanusl have 3 clesr and consistent structura?

1.7_  Is the user manual inteliigible for the target software usars and are all the required elements for its understanding
provided (i.e. acronyms, terms. conwentions used. eic.) 7

1.8, Doesthe Liser Manual describe all the functionaliies implemented by the software? Is all the necessary information
for perforrning the required operafions provided T

18, |5 the information provided in the User Marnual consistent with the softeare implermentation iLe. does the software
behave as described?

G.5. Code Inspection Checklist

2. Interfaces consistency (IVE.CA.T1.52, S4) Verified

21 Are al inputs [outpuis) of one software unit produced {consurmed) by some other unit?

22 Forembedded software, does the code implernent the specified hardwsre and register control?

23 Deoesthe code compleisly and consistendy cover the HAWISW and SWISW interfaces protocol definiions, g from
the applicable Interface Control Docurnents?

24 Does the code define mechanisms o preventicomect HWISW and SWISW interface emaors (induding
communication ermors between subsysterms) and emor handling mechani ?

235 Does the code completely and consistendy define all HWISW and SVWWWEWY interfaces (communications) recovery?

26, Doesthe code implerment the interfaces with other software units consistently and completely with the applicable
Inderface Control Documents T

27 Doesthe code implernent the imerfaces with memawmandmﬂemmﬂuapﬁmﬂe Interface
Conirnel Documents and any applicable Hurman inerface stand

28 Are interfaces coded in a uniformm way?

28 Are the interfaces prowviding all required information for the: calling/using unit?

3. Comrectness & completeness (IVE.CA.T1.51, 53) Verified

3.1. Do the software units {source code) cormeclly and completsly implement the intemal interfaces described in the
software architectural and detailed design?

32 Doesthe code completely and comectly implement both the diesign static anchitecture (e.g. software decormposition
into software elements such as packages, and dasses or modules) and its dynamic architecture (e.g. specification
of the scftware acfive object such as threads [ tasks and processes]?

33 Are al software reguirerments traceable to a software unit (source code ) and that funciionality described in the
reguirement is implemented by the source code unit?

34 Are al software units allocated to any software requirement, sa that they are not implermenting more functionalifies
ihan the ones described in the requiremenis allocated to them respectively?

3.5 |5 each software requirement functionality implernented completely and onty once even when it may be traced to
mizre than one software unit?

36 Are the sofbware units (source code) elemenis specified in a uniform manner (i terms of level of detail and format)
&= speciied by the software requirements?

4. Structural cormrectness (WE.CA.T1.55) Verified

41, Doesthe code completely and comectly implement both the design static anchitecture (e.g. sofbware decormpasition

it software elements such as packages, and dasses or modules) and its dynamic architecture (2.g. specification
of the software acfive object such as threads [ tasks and processes]?

DLR

25 Seiten
von

Checklisten



iy = T v

| Teamlin September,2023

e
&

LESSONS LEARNED




Erfahrungen aus ca. 14-24 Jahren Flugsoftware im A#y
Forschungsumfeld DLR

= Software-Entwickler ins Team integrieren! Enge
Zusammenarbeit mit
» Systems-Engineering
= Assembly, Integration und Test
= Operations

= Agile Software-Entwicklung ist auch im V-Modell
moglich

= Continuous Integration/Delivery ist auch fur
sicherheitskritische eingebettete System hilfreich

= Reviews sind sehr wertvoll!

= Dokumentation ist extrem wichtig, muss aber nicht in
Form von (digitalem) Papier sein

MAIUS-2-Team vor der Rakete, Credit: ZARM

Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
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Zusammenfassung #
DLR

* Flugsoftware in der Raumfahrt hat besondere Anforderungen an Safety und
Reliability

= Sichere Software lasst sich nur durch zuverlassige Software erreichen
» Standards sind vorhanden, miussen aber angepasst werden (Tailoring)

= Aspekte der agilen Software-Entwicklung sind auch in sicherheitskritischen
Domanen maoglich

© First Bose-Einstein condensation in space — Institut flir Quantenoptik —
Leibniz Universitat Hannover (uni-hannover.de)

Daniel Ludtke, Qualitatskriterien Safety und Reliability in Raumfahrt-
Flugsoftware, 31.01.2024


https://www.iqo.uni-hannover.de/de/institut/news-veranstaltungen/detail/news/first-bose-einstein-condensation-in-space
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daniel.luedtke@dlIr.de
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