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Fugro Global player with local presence

We meet our clients’ local Geo-data needs by mobilising global resources quickly and effectively
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Note: Revenue in EUR million. Charts are based on FY2022 results
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Fugro positioning service evolution

Transit system High frequency DGPS HP dual-frequency
first used

1984

L1 service DGPS service

1996

2006

G2 GPS & GLONASS
PPP service

1974

Starfix positioning
system
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1986

Omnistar Satellite based
code L1 VBS

2009




Fugro positioning service evolution

Independent 3 Frequency
G2+ ambiguity-fixed Added Galileo AtomiChron Orbit+Clock fast

PPP Service into G4 service timing service  GPS+GIO+HeEINEY convergence

Xp3 M

2015 2021 2023

2015 2016 2022 ‘

= Satguard
Added BeiDou OceanStar SpaceStar bC_;4 " NMA Spoofing
into G4 service Cruise Vessels LEO PPP ar?ixli?]lg y Protection
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Fugro Satellite Positioning
- thousand active users globally

Hydrographic Survey ~ Dredging vessels Cable Lay vessels
vessels

S ——

Windfarm av / Coast guard

Fishing / Fish far
installation/support vessels vessels
vessels USVs



Fugro Satellite Positioning integrated in GNSS receivers

Trimble Septentrio SBG KONGSBERG
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Marinestar Compatible Receivers(1/3)

& Trimble

MPS566
SPS855
MPS865 (MB2)
R750

BX992 (BD992)

Applanix POSMV

&
KONGSBERG

Seapath Series using a
3610 or 3710 demodulator




Marinestar Compatible Receivers(2/3)
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AsteRx-u3 Marine

AsteRx-m3 OEM
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AsteRx4-Fg OEM
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New Marinestar Integrated products in 2024
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G_NSS Constellations 2024

» N GPS
/ USA
31 Satellites
il 6 planes

Next Launch Jan

- 2025
55S 5

BeiDou
China
~46 Satellites
3 planes
2 IGSO 8-Figure planes
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Source: https://www.gnssplanning.com/#/satellites
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Changes in the GNSS Satellite Constellation in 2

'MARINESTARR®

Uses over 100 GNSS

reference stations to
measure precise distances

of satellite constellations
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NextG4: Fugro infrastructure

/ \ _l.'l“;nn Fugro World Wide Reference Stations
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95% Positioning accuracy results triple frequency Spring 2024

S
o =

Lat <15 mm
Lon <15 mm
Height <52 mm

10 days’ statistics
95% accuracy in mm
including hourly resets




Worst Jamming now
Solar cycle 25

ISES Solar Cycle F10.7cm Radio Flux Progression
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« Solar cycle 25 expecting to peak 2024-2025

« Affects predominately equatorial less in polar regions

« To mitigate the effects of solar activity:
1. Use G4 with BeiDou3
2. Use 5 degrees elevation mask.

3. Use receivers that can receive multiple L-band satellites
simultaneously

4. Use NTRIP for back-up corrections

See more: https://fsp.support/pl/12321850
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Frequent

Infrequent
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Fugro Satellite Positioning infrastructure

73 Geostationary 4

(25 . .’.‘,'# S
oL ‘@ satellites @ >0
-‘ A % § t.

QR

NTRIP

Uplink 1

S

Broadcast 1 for G4 [ [ Broadcast 2 for G4

Network Network
Control Control
Center 1 Center 2

\

GNSS G4 orbit/clock +
bias corrections
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GNSS Frequencies
GPS: zvtoaesVs More frequencies
o Improve robustness.
GLONASS 241030 SVs ‘
Improve convergence
.. A ‘ . mm " ’

Galileo: 26 to 30 SVs time.

M 1 “L A‘.JML_ - New signals are

BeiDou: 36 SVs

stronger and more
MMore frequencies help ll “““ I‘ - robust.
QZ55: 3+ SVs ‘

IRNSS: 5+ Vs GPS |_1
m Jammer

SBAS: 14 to 20 SVs

Radio Amateurs Iridium
Digital TV Globalstar
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DME/TACAN B
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FIGURE1 Prospective satnav signal structures, with open signalsin blue and restricted signals in red GROD
18 MSC Fugro Galileo

http://insidegnss-com/figure-2-tables-1-2-something-old-something-new/ (2013)



http://insidegnss.com/figure-2-tables-1-2-something-old-something-new/

Different sources of Jamming. E.g.

Ground Stations
in Europe

Ground Stations
inUS

A
|

1255.0
1265.0
1275.0
1285.0
1295.0
1305.0

Freg [MHz]

¥
Local Electronics Iridium/Globalstar Legal radio Amateur GNSS Satellites from space

1610-1630 Mhz Secondary user 1240-1300 Mhz e.g. BeiDou C57

GNSS Re-
GPS Jammer Radiating

Y / i | ] @

Airport Radar N .

o Military Jamming radar

Ship radar if direct in Taxi drivers KIT -'-'uann
radio path! lllegal activity



https://insidegnss.com/q-can-rf-interference-to-gnss-signals-be-generated-by-satellites-in-orbit-has-this-occurred-and-how-can-it-be-detected/

—limnn Worldwide Beams — January 2024
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9 Sites from ~130
sites is 10%.

90% of sites is
mostly unaffected.

Interference is a
marginal problem.

Till it hits you



GPS+Glonass L2 Fail: More GNSS constellations help
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dBm/Hz

Different forms of Radio Interference (S%gnggsqz§%gtentrio)
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https://www.reddit.com/r/RTLSDR/comments/1cgt894/russian_pirates_transmitting_pictograms_over/?rdt=47472



Norrkoping

GPSJAM

Linképing Td-l s
Daily maps of GPS interference JEAEIEIESIE
About | FAQ
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singapore IFE G4+ DCSAT GFS Satellite Count
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Examples of China Circles, Iran ship spoofing,
Russia aircraft circles.

https://rntfnd.org/2019/07
/24/mi-6-probe-if-seized-
british-tanker-was-given-
spoofed-iran-coordinates-
by-russian-spies-the-
register/

Circle spoofing is done
with a GNSS Simulator.

Stena Imperio Turn
North 1511 UTC

Mesdar Slows And
Turns North 1610
utc

https://rntfnd.org/2019/07/24/mi-6-probe-if-seized-british-tanker-was-
given-spoofed-iran-coordinates-by-russian-spies-the-register/

N
\

https://www.linkedin.com/pulse/circle-spoofing-comes-aviation
baltic-now-dana-a-goward-disle/



Fugro Spacestar : Norsat TD :Number of Sat.

07 December 2023 - Available GPS Observations: L1 - 1575.42 Hz
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Metal object blocking Interference source 5! antennas.
Front Bow, Starboard, Port, Top Mast

2 1‘ ‘,{“‘\‘ ‘“ i !
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How: Android Software Data Radio device Spectrum
analyser.
o

OTF cable




Antenna filters

External filter

Alison Microwave ad492 ad591 ad493 low elevation gp ad431-391..

Antenna integrated filter
Allison AD492, 591, cavitation filter

Trimble GA830 (Against Iridium) 0 T = —
Trimble Zephyr3 (Aaainst Iridium and 5G) 0 Jé \

&

Wl \

™
=]
GPS 3 VN
B00-463-3083 o
R amebendine com = 60
F—— [=]
= T £
5 PART o T 2 .80
LIL2FPDC-N
LIAZ FLTER
100 ——— AD491 s
—— AD591
-120

1500 1520 1540 1560 1580 1600 1620 1640 1660
Frequency (MHz)


https://amlant.co.uk/ad591-dgps-gps-l1l2-antenna/

Antennas with lower sensitivity at low elevations.

Frequency Bandwith Out of Band Rejection

> 85bdB @ < 1100 MHz

Lower Band 1164 -1254 MHz > 82dB @ > 1300 MHz
> 90dB @ < 1325 MHz

L-Band Corr. -
>75dB @ < 1526 MHz
> 47 dB @ < 1536 MHz
>3bdb @ > 1626 MHz
>90dB @ > 1700 MHz

Upper Band 1559 - 1606 MHz

5 SAFRAN
8230AJ

nti-Jam Anténna

20 dB suppression at 0 degrees
elevation

Safran Calian
8230AJ L1/E1 AJI977XF G4

32 -l"uann



Septentrio GNSS Manufacturer:
WBI+Notch Filter works better than CRPA.

o Receiver without AIM+ "-E
% 8 s | ™ Standard antenna: loss
T ~ of position without
< T iy AIM+
i . W .\rfh M"""M W "'A\.me\ .

B e
D% *ox e »iex ie
i

Receiver with AIM+
Standard antenna:

positioning during jamming
with AIM+

C/N dB-Hz

AIM+ and anti-jam antenna

T !”t'\«,u.

Anti-jam antenna:
.',ﬁ'\/‘ ,'g‘ A positioning with AIM+
l""- A AN :
AT A ,
v.‘l-: -~ " ";“,"‘A o . and a Sma”
AT\ ‘

§ -/...W'. : e\ . . .
RPN\ improvement in signal
quality due to antenna
-'-'uann

, ,\,wa

W
-

'\"‘.\ph}‘«"-'.-_:,‘u A :

C/N dB-Hz

2.

https://www.septentrio.com/en/learn-more/insights/most-resilient-gnss-receiver-results-jammertest-norway?utm_source=substack&utm_medium=email



Controlled Radiation Pattern Antenna’s CRPA % - )77
(i

34

CRPA

JAMMING

— - —

JAMMING

Source: https://safran-navigation-timing.com/an-engineers-guide-to-crpa-testing/

JAMMING

T
i —
——
-
.

Hexagon GAJT Antenna

Tualcom 8300D



How to protect against Jamming?

1) Antenna filter to remove out of band interference
2) Signal sampling
Apply Notch Filters
Apply Wide Band Interference mitigation
Use multiple GNSS Frequencies.
Use antenna with lower sensitivity for low elevations.
Creating a metal block between interferer and GNSS antenna
Find the source of radio interference and remove the source.
Use of direction finder. USB.
Spectrum analyser

GNSS antenna manual pointing.



Fugro SATGUARD : Still safe with SATGUARD!
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Keshar Bala

ABOUZAR 1200 [IR] at 30.5 kn / 35°
Destination: IR.BND DRYDOCK

Haft'Rangu

https://www.marinetraffic.com/en/ais/home/centerx:46.2/centery:26.1/zoom:7




Fugro Spacestar Norsat TD Spoofing to Jordanian Airport
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Fugro Spacestar Norsat TD Spoofing Jordanian Airport
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GPS disruptions in Tel Aviv as Israel
braces for possible Iranian attacks

April 10, 2024 - By Jesse Khalil Est. reading time: 2 minutes (O

Tel Aviv
Belrut Alrport

Source Israeli Airbase
 Taxi driver navigation
| « Dating App matches wrongly
« Rental Scooter trip to Beirut
« Landing aircraft
“#8 . Pilots turn GPS off
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https://www.gpsworld.com/gps- dlsruptlons in-tel-aviv-as-israel-braces-for- p055|ble iranian-attacks/ -l"u



What is GNSS authentication?

GPS Satellite

&0
YL ‘77070
707
070

« There are two parts of GNSS authentication B

Navigation Message Authentication (NMA)

Signal (pseudo-range) authentication

77
700
70
70
0 70
7 70,
05,
0
(8] 7 070
07,
07
0
700
700
07,
0 70
7

&
* Both parts are essential

—t
GPS Receiver l

Then the position is proven to be determined using

only the original GNSS signals " GPS Satelite
e,
“""‘vb[%
“""mh
~ Vo,

i

GPS Receiverl _l.-‘"GRn



Fugro SATGUARD: GNSS Authentication Infrastructure

GPS GLONASS BeiDou Galileo Fugro GEO Lband

e Valldatlon and--- | / ‘.
VAV Dlgltal Slgnature ""-~-‘4‘;:;-.::_:;:.‘..:'_"“-Q.f.:'_j‘.l.\_\_\_ .
R o Server ,{\ \\

3 ':\;':\;':‘;':‘;‘:‘::*:szt}id
Authentication

Recelver P I

Digital
ages Signatures _r""““'



NMA in SATGUARD

FSP has no direct access to original
Navigation Messages (NM)

The NMs need to be collected and proven
authentic

Observe in global network*)

All sites with satellite in view shall
receive the same message*)

No site outside the area of visibility
should report the satellite*)

NM contents validation against
known information®*)

« Difficulties for a spoofer
* Synchronise an attack at many sites
* Need concurrent presence over multiple continents
* Or replace a satellite as in “Tomorrow Never Dies”
* Once authenticated by the server
* NMs are signed

» Signatures broadcast
*) Patented




Digital Signatures

Each NM summarized in a unique hash
« Hashes broadcast in signed message

* FSP has a private key used to sign

» User has the public key

« The public key can be used to verify that
the signature is made from a
combination of the NMs and FSP’s
private key

« Specially developed efficient protocol”

*) Patented

Number generator for internet

your password represents your
private kev.

Message,

Q Digital Signature Q
= Message G @ Message
|- - -
4 - - Lol [

Sender Create Signature WVerify Signature Recipient

J 1

Different keys are used to create
and wvarify Digital Signature

]

C

Sender's Sender's
Private Public

Message authentication system
: : : : -'-'uann
with a private and public key pair

banking used to authenticate you
and ensure the information sent to
the bank is secure. The number and
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Satguard capable receivers

OCERANSTAR®

lllustration showing the Oceanstar Core System

and Oceanstar Application server in a 3 antenna
configuration.

Oceanstar multi receiver muti antenna system

*  9410AUT

» Fugro Starpack Il

-
v

SN20033600271

mosaic-T

Septentrio Mosaic-T Chip (For timing)



Spatial Integrity using multiple Antennas

OCERANSTRAR®

lllustration showing the Oceanstar Core System

Use of Multiple
Antenna Baselines

and Oceanstar Application server in a 3 antenna
configuration.

Does allow
Spoofing detection



SATGUARD on 9410-Aut(hentication)
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Conclusions and outlook

Measures against Spoofing
* Navigation Message Authentication helps
e Spatial Integrity using Multiple Antennas does help

50 Fugro Marinestar Enhancements in 2024



Future possible improvements

Add Navigation Message Authentication to GNSS receivers using Internet or Lband.
Get multifrequency CRPA antennas for lower price levels

Monitor Ship Spoofing like is available for Aviation using ADS-B using AlS.

51 NextG4: towards fast PPP convergence



Unlocking Insights
from Geo-data
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